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Abstract—Traditional networks are built on the assumption networks, especially the infrastructureless wirelessvoets
that network entities cooperate based on a mandatory netwdr |ike Mobile Ad Hoc NETworks (MANETs) and Wireless
communication semantic to achieve desirable qualities shcas Sensor Networks (WSNs) which do not depend on any wired

E;gﬁ ngoggg E;al{aht:htg.mgéeerng;e gfe zﬁ:‘ertsh'?hgf S;?;?“ﬁg?v?srk backbone but on members of the network to route packets for

behavior in a way to benet themselves at the expense of ONé anqther_WirebSS'y, over muItip!e hops. Wireless rhafti
others. At one extreme, a malicious user/node may eavesdropnetworking is also used to provide access to nodes that
on sensitive data or deliberately inject packets into the nisvork  are beyond the direct communication range of access points

to disrupt network operations. The solution to this generaly lies  ¢onnected to the wired infrastructure. One example of such
in encryption and authentication. In contrast, a rational node licati is th ft tworks[2

acts only to achieve an outcome that he desires most. In such aapplications i1s the roortop networ s[2]. ) .

case, cooperation is still achievable if the outcome is to ¢éhbest We focus on the problem of sel sh behaviour in MANETSs

interest of the node. The node misbehaviour problem would be as there is a potential for such behaviour to occur in the
more pronounced in multihop wireless networks like mobile & emerging 4 generation networks where communications is
hoc and sensor networks, which are typically made up of wiress o isaged to span multihop wireless links, across nodds tha
battery-powered devices that must cooperate to forward paets - . . ’ .

for one another. But, cooperation may be hard to maintain as may su.b.scnbe to dn"fergnt providers. Selsh behaviour and
it consumes scarce resources such as bandwidth, computatd  COMpetition at the medium access control layer have been
power and battery power. This paper applies game theory to studied by [3] and [4]. In the network layer, the assumption
achieve collusive networking behavior in such network envon-  of cooperative relaying of packets among nodes to reach
ments. In this work, pricing, promiscuous listening and mas  jegtinations that are beyond the wireless transmissiayerin
punishments are avoided altogether. Our model builds on resnt . - . .

work in the eld of Economics on the theory of imperfect private no longer valid when nodes gxh|b|t sel sh behavior. Helping
monitoring for the dynamic Bertrand oligopoly, and adapts it Other nodes consumes precious resources, such as battery
to the wireless multihop network. The model derives conditns power, which is costly and non-bene cial to a node, and
for collusive packet forwarding, truthful routing broadca sts without suitable incentives to encourage nodes to cooperat
and packet acknowledgments under a lossy, wireless, muliep a5t existing protocols that assume cooperation are likely

environment, thus capturing many important characteristics of . . . s . . .
the network layer and link layer in one integrated analysis to fail. Pioneering work on mitigating node misbehaviour in

that has not been achieved previously. Finally, we provide a the routing layer ([5], [6], [7] and [8]) have highlightedeth
proof of the viability of the model under a theoretical wireless problem of sel shness and proposed basically two appraache

environment. to solve the problem — pricing and watchdog cum punishment.
Subsequent efforts have not deviated far from these apipesac
but try to align towards game theory.

Traditional networks assume that network entities or nodesAdopting pricing as a solution in [9], [10] and [11] gives
can be designed to have well-de ned behaviors and coorglingise to the reliance on a central bank or a tamper-proof
accordingly to ensure certain network goals are met. Thésgoeounter, which limits the practicability especially for arply
which generally arise from the interest of the network ofera infrastructureless network. Punishment methods basecd-on r
or the network users at large, can be the optimized use pgated games, proposed by [12], [13], [14] and [15], require
network resources or the Quality of Service (QoS) providade monitoring of transmission activities in the neighbor-
to the end users. These goals, however, may not be commadmbpd, usually through promiscuous listening. Depending on
shared by individual end user who would always prefer to hatlee protocol layer of interest, it is typically unviable far
better network access, even at the expense of other usets. Slwmputationally resource-limited node to process all p&ck
a sel sh behavior has been reported on rogue TCP sources thngrheard on a high data rate link. Due to the dif culty of
do not respond to Explicit Congestion Noti cation (ECN)[1] coordinating punishment in a multi-hop environment, it has

The increasingly popular wireless networks are much mobeen neglected and without this coordination, punishmemds
vulnerable to node misbehavior than the traditional wiredeviations become indistinguishable. Another major draid

|I. INTRODUCTION



in many punishment schemes is the need for the whole oAa Aoyagi's Game for Dynamic Bertrand Oligopoly

large portion of the network to participate in the punishinen Aoyagi's game is a repeated game with correlated pri-
of one deviating node making it too severe, inefcient angate signals and communication between players[17]. In an
opens a security hole for denial of service (DoS) attacksiigopoly, the products of the sellers are undifferentidtethe
Considering the unreliable nature of the wireless link, arlﬂjyers. If one seller lowers its selling price, the othefess
that most reported work considered only isolated compane@femand would be negatively affected. The problem in this
of the protocol stack, an integrated approach addressitty bgame is that pricing signals are not re ective of the actuale
routing and packet forwarding has been proposed by [1ffered by the other sellers. Sellers may publish a price yet
Despite the increasing application of game theory in wé®leprovide secret price cutting to customers privately, anocke
multihop networks, the available results do not adequatelynnot constitute a publicly observable signal. The basa i
model the wireless multihop environment. is to introduce communication between the players. At th en

In this paper, we apply the theory of imperfect privatef each stage, the players are to reveal their private signal
monitoring in game theory, and through the adaptation and Rational players would attempt to lie if it is pro table anioet
interpretation of Aoyagi's game of imperfect private maomit equilibrium has to be built such that everyone has the inoent
ing and communication for the Bertrand oligopoly[17], Ban to tell the truth. The equilibrium can be constructed bas#y o
form the problem into a wireless multihop game model. Thign the publicly observable history of communication and the
model can account for packet errors, buffer over ows, pack@nalysis becomes similar to the perfect public equilibstm
forwarding, packet acknowledgements and routing informghe case of public monitoring.
tion dissemination, all of which are important and essdentig Game Model
characteristics of multihop wireless networks. In sectibn . o
we provide a brief overview of imperfect private monitoring Quoting [17], the model de nition is: “The sétof n( 2)
based on Aoyagi's model, highlighting salient points reley "™MS producg and sell _products over in nitely many periods.
to our discussion. In section Il, we present the model for 'R €very periodt, rm i chooses pricep; from the set<.
wireless multihop network, and this followed by the validat ©f non-negative real numbers, and then privately obserges i
of the model in section IV based on a theoretical wirele§¥n demandi; 2 <. whose probability distribution depends
environment. We summarize our contributions and conclu@® the price prolep = (py;::;p,) of all rms. Denote the
in section V. demand pro le in period by di = (d};:::; ) . We suppose
the di;:::; d, are independent, and have identical probability
distributionP ( j p) conditional on the price pro lg.”

The game operates in collusion and punishment phases. In

In imperfect public monitoring, the players observe a conit€ collusion phase, the price pro |8 = (py; 5 py) is to
mon signal in each period which is an inaccurate indication §€ Sustained. After each period, every rmis to make a
the actions taken by them. An example is an economic mo(géqbllc reportr!. Leth represent any arbitrary report rule and
of collusion between rms[18]. Each rm secretly chooses itB represent the report rule based on the threshltp;):

Il. IMPERFECTPRIVATE MONITORING

production level and they observe a common market price. 1 if d  mi(p)
. . . . . . — I I (|
The market price is a good but imperfect indicator because of B (pi;d) = , 1)
. . . ) 0 otherwise.
uctuations in demand levels. No such common signal exists
in wireless communications, and thus wireless devices ckar each set oh reports,r = (ry;:::;ry) 2 f0;1g", let
only rely on locally (privately) available measurementan@ s(r) = O if r is unanimous, that isf; = ::: = r,, and

theory models pertaining to imperfect private monitorimg,a S(r) = 1 otherwise. Ifs(r) = 0, they continue to collude
however, relatively recent, and particularly hard to fofate. in the next period; otherwise, punishment begins. Theegfor
The dif culty in private monitoring lies in the lack of recsive unanimous reports are desirable for all players. The pritiyab
game structure and the need to use statistical inferencthen 00f unanimous reports conditioned oty is given by the
players' actions. Using the same example as above, in tflowing equation, wherey = (pi*;ﬁ)i

case, the rms engage in secret price-cutting. Market pisce P(s(r)=0 jd:pi:h;a" )

no longer a good public signal and the rms rely on observing : « D

its own (private) sales volume, which is also imperfect due t  ~ P(rjngug (@ mj) Ojpidip )b(d) @
demand uctuations. An interesting class of such gamesseli + P (max(d| m-*) < 0jpid; p* )1 b(d)):

on communication[17][19][20]. At each stage of the game, j6i ! '

the players publicize an indication of their private signal The thresholdn; is de ned as the threshold when the proba-
There is no constraint on what a player can broadcast, Wifity of unanimous pro les is maximized under the collusiv
whatever that is sent, will be acted upon by all other pIayer,grice pro le of p* and has the following property:

The equilibrium is constructed such that truthful repaytin . ] I

is sustained, and punishment strategies depend solelyeon th ™ 2 argmrpzil)sfP(Tslri\(dj m)  Ga o mijp)
history of the reports communicated publicly. The analysis + P(max(d, m;)<0di<mijp)g (3)
thus simpli ed to the case of public monitoring. i6i



The game follows theT-segmented grim trigger strategynodes may be tempted to quietly drop packets to conserve
which divides the repeated game infoseparate componentenergy instead of relaying them. The dif culty in identifg
games, with each component game being independenttioé sel sh nodes is that losses, intentional or unintergipare
each other. Theé-th component game, out of a total @f indistinguishable to observing nodes. Despite the anafgi
component games, consists of periagdd + t; 2T + t;:::. Aoyagi's model cannot be directly applied as it requires
The game starts in the collusion phase and stays in theblic reporting of private signals. Global sharing of repas
collusion phase until the report pro les are not unanimouslif cult to accomplish in a wireless multihop network witho
When this happens, it reverts to the punishment phase. Thaving to periodically ood the network. Instead, we adopt
overall average payoff in each component game is then givegional reporting and punishment.
by i()=(1 Mg + TP(s(r) =0 ja)v(), where A region is de ned as the overlapping reception range of
2 [0;1) is the common discount factor for all rms,” is two adjacent relaying nodes of a ow. Punishment of a node
the effective discount factor for rm for a component game can be triggered by the observation of non-unanimous report
with T segments ang; is the stage payoff. When all rms from its upstream or downstream regions. The upstreammegio
collude by playinga, = (p,;B), the probability of having of a node consists of itself, the next upstream node and
non-unanimous report pro le is given by: any node that is able to observe them. The downstream
region is similarly de ned. Nodes that are out of these two
regions are unable to administer punishment on this node
because they cannot receive two reports from either region
for comparison. Nevertheless, the regions may overlap. Our
subsequent analysis will modify Aoyagi's model to re eceth
change from network-wide to regional punishments.

= P(min(gy m;) <0 max(d m)jp) (4)

and sinceP(s(r) =0 ja)=1 , the payoff can be
simplied to () = % On the other hand, when
an arbitrary rmi deviates by unilaterally adopting priqe
while following the reporting ruleg; = (pi;ﬁ), such that,
gl(pl,p i) > g during any collusion period within anyA. MOde"lng Multlhop Characteristics
component game, the probability of non-unanimous repgytin  Considering a single ow, the probability of unanimous
i(pi), and the payoff gained from this deviation,( ), are report prole (Eqn. (2)) when all nodes adopt the threshold
given by: reporting strategy is reduced to unanimity of reports betwe
(p) = P(',ngiri‘(dj m) < Od mi(p)ip:p ;) a node and its immediate upstream and downstream nodes:

_ . P(s(r)=0 jdi;pi;h;a ;)
PR M) od=mEIRe ) O e min @ m) oipidip b))
()= Dapiip i)

j=fi Lii+lg
+ P( max (d m)<O0jp:d:;p )1 h(d)):
+ TP(s( =0 jpshia ) i) © (oM (G M) = Opadip ) h(d)
uring collusion, the probability of unanimous reporting i
aximized (Egn. (3)) with every neighboring node following
i()=@ Mg+ "P(sr)=0jp;B;a ;) i() (7) the collusive thresholdn, , wherei 2 I:

Hence, the maximum payoff that can be gained is given b)Jr:.;

wheregi = sup, o<, Gi(piip ). P(s(r) =0 jpiifiia ) m; 2arg max fP(_ min (d m;) 0Od mijp)
1 jand ;= inff i(p): g(pi;p i) > 9;0 The result R . _ .
is such that to support collusion, the following inequaelti + P(j:fim?i(ﬂ g(di m;) < 0;di <mjjp)g (11)
should be satis ed so that no deviation is pro table: Based onm;, it is assumed that there is positive correlation
1 g+ 'P(s(r)=0jp:b;a ;) among nodes with regards to the received packet count (de-
T T ip;Bia des with ds to th ived pack d
@ Tg + TP(s(r)=0ja) i() 8) mand) and packet loss probability (price) [17]. This assump
T ' tion, among neighbouring nodes, is expressed as follows:
1 (i )i() @ g (9) Assumption 1:For eachi 2 | andp; 2 <., there exists
I1l. WIRELESSMULTIHOP GAME mi(pi) 2 [0;1 ] such that

Analogies of Aoyagi's problem can be drawn to the wireless I:’(j min (d  m;) Ojdi;pi;p )

. . =fi 1ji+lg
multihop MANET problem. We draw analogy between prices, .
g 0 - b P(_max (& m)<O0jdipip;) (12

p, to packet loss probability, and private demand signals, i=fi Li+lg

to the recelvgd packet count fr_om a ow, The recelve(_j Cmin(d m) 0jdip;p ;)

packet count is a local observation that is a random variable j=fi Li+lg

where uctuations can be caused by traf ¢ source variations <P( max (d mi*) <0jd;p:p ;) (13)
and various sources of random packet losses. The packet loss j=fi Li+lg

probability is a collective quantity of errors caused byfeuf forP( jpi;p ;)-a.edi m(p)andP( jpi;p ;)-a.ed <
over ows and numerous sources of wireless transmission @m (p;) respectively. (a.e.: common mathematical abbreviation
rors such as signal fading and collisions. In this game,¢keyr for “almost everywhere”.)



When all nodes collude by adopting = (p, iﬁ), the will receive if reports are unanimous, or otherwise, is:
probability of having non-unanimous report pro le for the _—
neighborhood of nodé is modied from Eqn. (4) to give ()= )ffg+ g+ i+ 6]
Eqn. (14) where the scope of the unanimous report pro le has + P(s(r)=0j pi;ﬁ va )

been reduced from global to local/regional. [ Tg+ Tg+ 0+ 2T 1g]

i =P(_min (4 m)<o0 + P(s(r)=0jp;hi;a )P(s(r)=0ja)
j=fi Li+lg [ 2Tgi T 2T+1gi+ oo 3T 19i]
o max (d m;)jp) (14) . .
j=fi Li+lg + P(s()=1jp:h;a )P(s(r)=0ja)
2T 2T +1 . 3T 1
The probability of non-unanimous report pro le when naide [T+ T g+:n+ g1+ 9
alone deviates by dropping packets quietly (which is analsg X1 . T - R _
to rm i secretly cutting its price), while following the =1 ) g+ + ¢ )y i)
reporting rulefy, is given by: =0 =0
2T
i(p)=P(_min (d my)<0d mi(pi)jpi;p ;) i()=@ Tg+ T+ + () 17)
j=fi Lji+lg 1
+P( max (& m;)  Oydi <mi(pi)jpisp ) (15)

j=fi Li+lg where = P(s(r) = 0 j pi;ﬁ;a yand =1 =

P(s(r) =1 j pi;ﬁ;a ;) are respectively the probability of

unanimous and non-unanimous pro les during deviation. To
Dividing a protocol game into components, like tfe SUPPOrt collusion, the following inequalities (18), (19)da

segmented grim trigger strategy adopted in Aoyagi's gam@,o)' must be satl_s ed so that any deviation is not pro table

would require tight time synchronization that is usuall?d hence undesirable:

avoided in distributed systems. Instead] asegmented Tit- T T 2T

For-Tat strategy [14] is adopted, which divides the game int @ )G+ + 1 7 ()

in nitely repeating stages, within which a stage lasts for 2T

periods. The strategy played in tiv¢h stage depends on the @ Mg+ T+

report at the end of thét 1)-th stage. The game begins - -

in collusion for the rst stage, and if the previous report is T T ()

unanimous, the game continues to the next stage in collusion 1 T 1 T

otherwise, punishment occurs. Thus, the game payoff is: @ "Yg g)

B. Periodic Punishment Approach

1 = i()

i()=@  flg + gi +:0+ T g+ T
. . . % 18
P(s(r):OJa)[ Tgi+ T+lgi+:::+ 2T 1gi]+ 1 T(I ) I() gl gl ( )
P(s(r)=0ja)P(s(r)=0ja) where i. To ensure that a node does not deviate to
[ 2Tg + 2T"g + 04 3T 1g ]+ a strategy that has a lower gain per stage than that of the
o L ' collusive strategy, but achieves a higher overall gain bsea
P(s(=1ja)P(s(r)=0ja) the deviated strategy has a higher chance of getting unarisimo

[ 2Tg + *Tg +:i+ 5T 1g]+:ig reports than the collusive one, and consequently suffers fr
X 1 fewer punishments, we assume the following [17]:
= ) EREe Assumption 2:F hi inf i (pi
=0 ption 2:For eachi 2 1, inf 5 o<, i (Pi)-
[1+( T)+( M2+ T)P+::] As a result, Eqns. (14) and (18) become:
) =(1 Vg >q.
i( ):(1 T)gi (16) I( ) ( )gl gl
T<— (19)
where = P(s(r)=0ja)and =P(s(r)=1ja)= 9i
1 are respectively the probability of unanimous and non-
unanimous report pro le during collusion. T )9 ) (1 g g)
T (g 9) (20)
C. Condition for Ef cient Collusion (i XNg )+ (@ )

We now derive the conditions that will encourage nodeshere > 0 is any small number. Combining the inequalities,
to continue colluding. The maximum payoff obtained fronthe following condition should be satis ed for deviation e
deviations, consisting of expected stage payoffs that @ naghpro table:



max;» | (9 9) T < min;,, — adopted igy;, the packet received probability of its downstream

(i )(gi( )+ (G 9) 9i nodei +1, conditioned on this knowledge, is given by:
M1 g )gl) @ o) Mg d
maxia1 1§£(31igi 9 ;=+(gi 0 < minmé P(di+1 jdi;pi) = di+|1 @ p)% ()% G (25)
minizy 1+ - 1 % < maxizi g (21) On the other hand, the packet receive probability of its

IV. GAME MODEL VALIDATION upstream nodé 1 conditioned that nodé received a total

In this section, we apply the wireless multihop game mod8I di packets, and the packet loss probability it adopted is

in a theoretical environment to prove that the model is fdasi 'S given by:

We assume the traf c source follows a Poisson distribution

and the wireless impairments are collectively modeled ehea ] P(di 1;dijpo.puiipi 1)
link by a Binomial distribution, both of which are common P(di 1]di;po;py;:iipi 1) = P(di ] po-plv-"':p' ")

and frequently assumed statistical models for networkyasigal a1 dia ' Cp '

The probability distribution of the number of packetgen- = (i b 1) e (26)
erated by the source of a ow follows a Poisson distribution (ci 1 d)

given by P(s = x) = % where is the mean number
of packets generated, while wireless transmission errmgs a _
modeled as a loss probability. This includes impairments B. The Reporting Strategy
such as propagation loss, signal fading and packet calksio

. . . The collusive reporting threshold is the threshold whereby
A. Modeliing Private Observations the probability of uniform reporting is maximized when all
The private observations in the oligopoly economic modehembers are in collaboration. Using Eqn. (11), we get:
refer to the private demand levels observed by a rm. The

equivalent in the wireless multihop network scenario is the

number of packets received by a node. Based on the above X% (D% e (i
assumptions, the probability distribution of the number of d 4!
packets,d, received by a node subjected to wireless impair- 94 =M 4
ments with a loss probability of; is given by: % 1 d
'1(1 ' )di(_ )dildi
X y d d P P
P=" P@s=y) ;@ o7 d=m
Ca d XS @ gy e
_ e t [d|(1 t)] 22) o diss i i
which shows that binomially distributed wireless errorsnb mx s 1( Cde i 1)
alter the packet distribution characteristics at the negtdther + a4 4!
than lowering the mean arriving packet count. The choice of di 1=0 b
binomial distributed errors thus has the advantage of ioigat 1 d 1 N 4
symmetry at every node. Next, by assuming that the relaying 4 @ p )% )"
node maintains a dedicated M/M/1 queuekgbackets for the d; =0 '
ow, congestion can result in packet loss with loss probiibil My 1 d
lc= k@ )= = *71)where isthe system load, and 4 @ p)de(py ) din
given congestion loss probability. , P (d) becomes: dig=0 1
T e ) d
d! where the rst term is the probability of reporting a '1' (HiY
Aggregating the local congestion and transmission loss rand the second term is the probability of reporting a 'O’
1 p=(1 )@ i)t er_acket received probability (low). Each term consists of nested cumulative receive gtack
distribution at node, with | = ;:01 (1 p), is given by: probabilities of the next node given that a certain packento
has been received at a previous node. Given that the threshol
) [ i]di e i o . P . .. .
P(dijpo.prinp 1) = ————— (24) mi, like the received packet count, is a positive integer, the
o d;! amount of deviation in the probability of unanimous reports

At the end of a stage in the game, if nodeeceived a total in the presence of the smallest positive deviation (i.euealf
of di packets, and the (aggregated) packet loss probabilityl in reporting threshold is given by:



P(jzfimilr;lnlg(dj m;) Od mijp)
+OP(_max (¢ m)<0di<mijp)
Ao i)het
4 =m, di 1!
di 1

m, @ p )™ )™

X m
d'I @ p)e(p)™ e
i+1

di"l:miﬂ
m; 1 . ‘
. X1 ( i 1)d| ie (GENED]
4 10 di 4!
di . . .
S R L (I L
i
mo(1 1 m:
4 | (1 P, )di+1 (p| )mi di+1
di1 =0 i+1
i+1

Fig. 1. Optimum Cutoff Reporting

and reaches a peak, before it starts to decrease. The peak

Therefore, the increase in unanimous probability when nodecurs when ; = 0 . This happens wheYi.; = Y; 1 =0:5,

i deviates from the reporting threshold positively by 1 usit iwhich meansn; ; m; =

given by:
L (m;)!
My 1 _ . . .
X ( i lpi l)dI t m'e( PP 1)
di 10 (d 1 m)!
maa 1 o
g, @ ) ()™
di+1 =0 i+1
x ( qp %t me Ciak )
di 1=m (dl 1 m.)'
1=t g
X m:
. @ R E)™ G @)
diss =m, i+1
To analyze i, we rstdene Y 1 andYi.1 as follows:
m; m; 1 ‘ ‘ ‘
Yi 1= X (P % e C iaPid)
B G
=1 x (i qp % e C i aPi)
di 1=m; , m; (dl l)l
ma 1 "
Yirt 4 @ P )™ e
di+1 =0 i+1
X M
=1 g i (1 P, )di+1 (pi)mi di1
disz =m i+1

i+l

i 1P pandmiy; = mi(l p)
are at the medians. With the function = 0 having a unique
solution atm; = m; = ,(8i 2 I), we can conclude that
m; =  [(8i 2 ) is the reporting threshold whereby the
probability of unanimous reports is maximized when all rode

report packet loss probability during collusion.

C. Correlated Receive Packet Count Signal

When the receive packet count is “positively correlated”
across nodes, there exists a single-crossing property rof co
ditional probabilities (Eqns. (12) and (13)). By Assumptio
1, it means that the conditional probabilities of other reode
unanimously reporting a '1' (high) or '0' (low) increases or
decreases, respectively, as the received packet cduntof
nodei increases. In other words, the higher the receive packet
count that nodé locally detected, the more likely it is for other
nodes to unanimously report a '1' (high) and vice versa. From
Egns. (25) and (26), we determine the combined probability
of its neighbors receiving packets equalidg 1 and dj.; ,
conditioned on the event that the nadiself has received;
packets and is adopting a loss rateppf while other nodes
are in collusion:

P(di 1;di+1 jdi;pi;p i)
=P(di 1;di;pi;p ;)P(di+1 jdispiip ;)
_( - 1)(di 1 di)e( i 1Pio1)
- (d 1 d)

(1 pi)di+1 pldl di+1

d

di+1 (28)

and plot the various combinations as shown in Figure 1.

Both Yi+; andY; ; decreases a®; increases. Hence, as;

The conditional probabilities of neighboring nodes rejmart

increases, the increase in unanimous probability slowsndovt' (high) or '0' (low) are respectively, as follows:



P(_,min (& m) 0jdipip ) =1 P min (G m)  Odi mi(p)ipiip i)
_ X ( i 1P 1)(di 1 di)e C i apq) F)](:f:"r]?)l(+l(gdj mj) < 0, di <m I(pI)J Pi:pP i)
4 e (@2 ) =1 Bi(p) (32)
X di 1 p)ie p_di dis (29) and Assumption 2 can be reformulated as:
d_ |
dia=m,, For eachi 2 I; Ai  sup, ., Bi(p) (33)
P(j:f!n?;)i(+l g(di m;) < 0jdiipi;p i) The collusive probability of unanimous reportingy,, occurs
mya 1 @ 1 od)a (b 1) when nodes adopt the collusion loss rate (pripe) and
- Ciap % Met Febhn threshold reporting strategy of cutoff valug . The threshold
d 120 (di 1 d) is obtained from the crossing point of Eqns. (29) and (30)
" 1 and has the highest probability with respect to any other
Xt di 1 p)diaph g 30 cutoff values as shown Section IV-B. A node therefore has
- di+1 (L )™ (30) no incentive to deviate from the collusive cutoff reporting

threshold ofm; when adopting, . Nevertheless, a node may
decide to deviate from its agreed packet loss patéo a loss

Letting H; (i) = (i ap )@ 2 9e O i aPi) a6 ofp and choose a different threshat(p;) to maximize
1 1) =

R (d 1 d)! the deviated unanimous reporting probabiBy.
');_ P The relationship between the various distributions arevsho
N o i dias in Figure 2 which plotsHi.1 (di;p;), 1 Hiwa (disp),
andia (dip) =y (@ P)TRRT TTIWe N0 by pin )M y(d) andP(di  pip ) M a(dh)).
dia =M When node adopts the collusive strategy gf, the two curves

that bothH; 1(di) andHi.1 (di;p) increase asi increases, Hi+1 (di;pi) andl Hi.q (di;p;) intersect am; as shown by
and consequently, Eqn. (29) increases while Egn. (30) dbe thlck black lines in Figure 2. These curves shift to tig@tri
creases, exhibiting “positive correlation” of receive sy a@SPi increases abova , and to the left ap; decreases below
levels across nodes. When all nodes collude= m; = Pi-Onthe otherhand, the curvegd; j pi;p ;)Hi 1(d)) and
((8i 2 1) is a crossing point. The median bf.; occurs P(di i pi;p ;)1 Hi 1(d)) are independent and invariant
atm (1 p)= m,,, giving it a value of 0.5. Similarly, the of Pi. We observe that the curved(di j pi;p ;)Hi 1(d)
median ofH; ; occursat ; ,p ;= m, ; m, givingit andP(dijp;p )1 Hi 1(ci)) appear to be symmetrical

a value of 0.5. aboutm;, which is exactly point whereH;.; (di;p;) and
1 Hj+1(di;p;) also symmetrical about the vertical line at
D. Highest Unanimity at Collusion m; . It is not surprising since the packet arrival probability

Assumption 2 describes a condition whereby deviatigfistribution function is a Poisson distribution that can be
will always increase non-unanimous reports and consetyuerftPProximated to a Normal distribution that is symmetricizoo
increases the likelihood of punishments. A node therefoesd 1S meanm; . Similarly, Hi 1(di) and1  Hi. (di;p;) are
not have the incentive to play a strategy that has a lowerfpayo
than the collusive strategy. From Eqns. (14) and (15), togyet
with Egn. (11), and de ningA; andB;(p;) as shown below,
we get:

e P](Zf imll;?i +l(gdj m;) <0 jof imﬁ;)i(u(gdj m)ip)

bR m) o mie)

+ P( max (d mj)<0;di<mijp)g
j=fi Lii+lg

=1 P(j:fimll;lif;]i+1g(dj mj) ij)

P(_ max (4 mj)<0jp)

j=fi L;i+1g
=1 A (31)
i(pi) = Pjgf imilr:}ﬂ(gdi m;) < 0;di - mi(pi) jpispi)
+P( max (d m O;di <mi(pi)jpi;p
igf L +l(g ! ! ) l (P B ) Fig. 2. Graphical Evaluation of Unanimous Probability



approximately symmetrical aboun; so that the product dominant and the other is reduced to zero. At that point, the

P(di j pi;p ;)Hi 1(d) andP(di j pi;p ;)@ H; 1(di)) valueB; has the lowest possible probability equaling the area

are symmetrical abouh; . The symmetrical property helps tounder the dotted (blue) curve or the dashed (purple) curve.

simplify the proof of Assumption 2 (Egn. (33)) without going Hence, we have analytically illustrated that msdeviates

into complex mathematical calculations. from p; , the probability of unanimous reporting decreases and
To prove that no deviation is pro table by validating EqnB; will always be lower tham;, thus proving Assumption

(33), we rst expressA; (which is only a special case when2. Figure 3 further demonstrates the changes in unanimous

m; = m(p;)) andB;, as follows: probabilities as node adopts differenp;. The probability is

2 maximized wherp; = p, = 0:1.

Aj = P(dijp)P( min (d m;) 0jdip)

di=m, j=fi Lji+lg

1
+  P(dijp)P( min (d m;)<0jdip)
di =0 j=fi Llji+lg

b3
= P(di jp )Hi 1(di)Hi+x (di;pi)
di=mi

1
+  P(dijp)@ Hi 1(d)A Hiwa(di;p))

di =0
(34)
X . - .
Bi = P(dijpiip JP( min (d m;) 0jdipip )
di=m(p) PR
m(Xi) 1
+ P(dijpi;p )P( min (d m;)<0jdi;pi;p ;)
d; =0 j=fi Li+lg
X , . . .
— P(di J piip i)Hi 1(di)Hi+1 (di ; pi) Fig. 3. Unanimous Probability at Various Packet Loss Rates
di;r;f_‘;i)l In this section, we have derived an optimum reporting
' o ' ‘ ' L strategy for the wireless multihop model in this environten
+ ) _OP(dI ipip )@ Hi ()@ Hiva (diP)) e have shown that correlation of received packet counts

(Assumption 1) exists, proving that threshold reportingast
(35) L . .
of the equilibrium strategy in such an environment. We have

where the probabilitiesd; 1(d;) and Hi.s (di;p;) are ob- also shown that abiding by the agreed packet loss probabilit
tained from Section IV-C andP(d; j pi;p ;), which is the ensures maximum probability of unanimous report pro les
packet arrival probability distribution function at nodeis (Assumption 2). This ensures that the nodes will only deviat
evaluated in Eqn. (24). to strategies that have higher short-term gains. With Agsum

A; (Egn. (34)) comprises a lower summation and a high#ens 1 and 2 satis ed, punishment strategies are simpli ed
summation. The lower summation, which is the probabilitip those applicable to regular (public and perfect) rekate
of having a unanimous '0' (low) report, consists of th@ames which include the T-segmented grim trigger strategy
summation of the product of the decreasing black line arstiggested by Aoyagi or an improved wireless punishment
the dotted (blue) curve from the lower limit tm;, 1, in strategy provided in Section IlI-B.
Figure 2. The higher summation, which is the probability of a
unanimous '1' (high) report, consists of the summation & th
product of the increasing black line and the dashed (purple)in this paper, we focus on the problem of sel sh behaviour
curve fromm, to the upper limit. in wireless multihop networks like MANETs as there is a

Similarly, B; (Eqn. (35)) consists of a lower summation angotential for such behaviour to occur in emerging network
upper summation of the same pair of lines exceppfd® p;, scenarios where communications is envisaged to span mul-
when the black lines move away from the line of symmetry &hop wireless links, over nodes that may subscribe/belong
m; . The cutoff point of the lower and higher summations is nto different providers. We search for a sustainable network
longer optimum ain; . Regardless of the choice of cutoff valuebehavior in wireless multihop networks where cooperation
m(p;), when the black lines diverge, the overall summatiocomes at a cost. While these (sel sh) users have no malicious
decreases, with one of the summations increasing and tbe oihtent to disrupt network operations, they are rationalrsise
decreasing in value, until a point when only one summationtisat are sometimes constrained by resources which make them

V. CONCLUSION



less likely to cooperate. They would require incentives of2]
punishments to encourage cooperation and participation [Al
network operations.

Game theory is exploited to analyze an integrated model
of transmission losses, buffer over ows, packet acknogled [4]
ments, packet forwarding and routing information dissemi-
nation, all of which are important characteristics of wasd
networks. Speci cally, we applied Aoyagi's game of impefe [5]
private monitoring with communication [17] and adapted it
to the wireless environment. Our wireless multihop modeje]
provides a guiding design principle for protocols that are
robust against sel sh users. The analysis is not con ned to a
particular layer, but is designed to capture the overalbbir
of a protocol stack. (7]

In this model, relaying nodes establish a mutual agreement
on the collusive packet loss probability (combination ais-
mission losses and buffer over ows) prior to the transnassi
of a ow. The negotiation of supported packet loss probapili
is not different from routing broadcasts with QoS or link
quality indications. With this threshold, it is optimal foodes
to report a “1” (high) if their received ow rate exceeds thei
threshold and a “0” (low) if otherwise. These reports are, in
fact, packet acknowledgments which we have proven to Bél
truthful. We have further proven that the routing inforroati
disseminated is also truthful. The local broadcasting pbrts
allows the coordination of regional punishments. Nodes in a
region hear the reports from two neighboring nodes of a ov{/}l
and punishment is administered by these nodes in the next
stage if non-unanimous reports have been received.

Lastly, we validated the model in a theoretical wirele
environment using well accepted statistical models of pack
generation and transmission errors. We have proven by math-
ematical derivations and analysis that assumptions made in
our Wireless Multihop Game model are satised in thigi3]
environment. We have also derived a collusive reporting
threshold thereby making the model realizable. Our model
is theoretically consistent with game theory and techhjical
practical for a distributed, wireless network. We have aldd?]
proven that the assumptions made for the model are true
under a commonly accepted wireless environment. Typical
pitfalls, like coordinated global punishments, are avdided [15]
the model ts nicely into existing MANET protocols, requilg
little overheads and modi cations.

There are nevertheless limitations to our model. Firstl{46]
synchronized reporting is required although we have relaxe
the requirement. We envisage that synchronization may not
be required ultimately. Secondly, reports are to be reliabl
broadcast which may be hard to achieve in wireless networ
Thirdly, the model did not capture the medium arbitration
function of the link layer. Finally, we have not answered
the question of how the nodes should choose a collaborath®
packet relay probability which is left for future study. [19]

REFERENCES [20]

[1] S. Shenker, “Making Greed Work in Networks: Game Theorénal-
ysis of Switch Service Disciplines/EEE/ACM Transactions on Net-
working, vol. 3, no. 6, pp. 819-831, 1995.

“Nokia rooftop wireless routing,” White Paper, Nokia Nerks, 2001.
A. B. MacKenzie and S. B. Wicker, “Sel sh Users in Aloha: Bame-
Theoretic Approach,” inProc. IEEE VTS 54th Vehicular Technology
Conference (VTC'01)Atlantic City, NJ, USA, Oct. 7-11, 2001, pp.
1354-1357.

——, “Stability of Multipacket Slotted Aloha with Sel shUsers and
Perfect Information,” inProc. 22nd Annual Joint Conf. of the IEEE
Computer and Communications Societies (INFOCOM'08an Fran-
cisco, CA, USA, Mar. 30-Apr. 3, 2003, pp. 1583—-1590.

L. Buttyan and J. P. Hubaux, “Stimulating Cooperation 8elf-
Organizing Mobile Ad Hoc Networks, ACM/Kluwer Mobile Networks
and Applicationsvol. 8, no. 5, pp. 579-592, 2003.

P. Michiardi and R. Molva, “Core: A Collaborative Reptitan Mech-
anism to Enforce Node Cooperation in Mobile Ad hoc Netwdriks,
Proc. IFIP TC6/TC11 Sixth Joint Working Conference on Comiga:
tions and Multimedia Security (CMS'QZortoroz, Solvenia, Sep. 26-27,
2002, pp. 107-121.

S. Buchegger and J. Y. L. Boudec, “Nodes Bearing Gruddeszards
Routing Security, Fairness, and Robustness in Mobile Ad Net-
works,” in Proc. 10th Euromicro Workshop on Parallel, Distributed and
Network-based Processing (EMPDP'0®anary Islands, Spain, Jan. 9—
11, 2002, pp. 403-410.

] S. Marti, T. J. Giuli, K. Lai, and M. Baker, “Mitigating Rating Misbe-

havior in Mobile Ad Hoc Networks,” irProc. 6th Annual International
Conference on Mobile Computing and Networking (MobiCor'00
Boston, MA, USA, Aug. 6-10, 2000, pp. 255-265.

9] C. U. Saraydar, N. B. Mandayam, and D. J. Goodman, “Efti€ower

Control via Pricing in Wireless Data NetworkdEEE Transactions on
Communicationsvol. 50, no. 2, pp. 291-303, 2002.

L. Anderegg and S. Eidenbenz, “Ad hoc-VCG: A Truthfuldafost-
Ef cient Routing Protocol for Mobile Ad Hoc Networks with $sh
Agents,” in Proc. 9th Annual International Conference on Mobile
Computing and Networking (MobiCom'Q3%an Diego, CA, USA, Sep.
14-19, 2003, pp. 245-259.

] S. Zhong, J. Chen, and Y. R. Yang, “Sprite: A Simple, GHeaof,

Credit-based System for Mobile Ad Hoc Networks,” Froc. 22nd
Annual Joint Conf. of the IEEE Computer and Communicatiasefies
(INFOCOM'03), San Francisco, CA, USA, Mar. 30-Apr. 3, 2003, pp.
1987-1997.

] A. Urpi, M. Bonuccelli, and S. Giordano, “A Game-TheticeAnalysis

on the Conditions of Cooperation in a Wireless Ad Hoc Network
in Proc. Workshop on Modeling and Optimization in Mobile, AdeH
and Wireless Networks (WiOpt'Q3$ophia-Antipolis, France, Mar. 3-5,
2003.

S. Bandyopadhyay and S. Bandyopadhyay, “A Game-T tieok@alysis
on the Conditions of Cooperation in a Wireless Ad Hoc Netwoirk
Proc. 3rd International Symposium on Modeling and Optirtiara in
Mobile, Ad-Hoc and Wireless Networks (WiOpt'pByentino, Italy, Apr.
4-6, 2005, pp. 54-58.

V. Srinivasan, P. Nuggehalli, C. F. Chiasserini, andRRRao, “Cooper-
ation in Wireless Ad Hoc Networks,” iRroc. 22nd Annual Joint Conf.
of the IEEE Computer and Communications Societies (INFOO3M
San Francisco, CA, USA, Mar. 30-Apr. 3, 2003, pp. 808-817.

Z. Han, C. Pandana, and K. J. R. Liu, “A Self-Learning Baed Game
Framework for Optimizing Packet Forwarding Networks,Hroc. IEEE
Wireless Communications and Networking Conference (WGB)New
Orleans, LA, USA, Mar. 13-17, 2005, pp. 2131-2136.

S. Zhonget al, “On Designing Incentive-Compatible Routing and
Forwarding Protocols in Wireless Ad Hoc Networks — An Intgd
Approach Using Game Theoretical and Cryptographic Tealesd in
Proc. 11th Annual International Conference on Mobile Cotiy@iand
Networking (MobiCom'05) Cologne, Germany, Aug. 28-Sep. 2, 2005,
pp. 117-131.

1 M. Aoyagi, “Collusion in Dynamic Bertrand Oligopoly wi Correlated

Private Signals and Communicatioddurnal of Economic Theoyyol.
102, no. 1, pp. 229-248, 2002.

E. J. Green and R. H. Porter, “Noncooperative collugiader imperfect
price information,”Econometricavol. 52, no. 1, pp. 87-100, 1984.
0. Compte, “Communication in Repeated Games with IfgoePrivate
Monitoring,” Econometricavol. 66, no. 3, pp. 597-626, 1998.

M. Kandori and H. Matsushima, “Private Observation,n@ounication
and Collusion,”"Econometricavol. 66, no. 3, pp. 627-652, 1998.



