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Research Interests
Networking and distributed systems: security, perfornessw@luation, and incentive engineering.

Education

University of Pennsylvania, USA

Ph.D. in Computer and Information Science, April 2005
Thesis: ‘Exchange Mechanisms and Cooperative Distributed Systesigfe
Advisor: Michael B. Greenwald

M.S.E. in Computer and Information Science, August 2000
Advisor: Jonathan M. Smith

University of Crete, Greece
Degree in Computer Science, September 1998

Employment summary

Institute for Infocomm Research, A-STAR, Singapore September 2005 — current
Research Fellow, heading the Software Systems Securityg3&3G).

University of Pennsylvania, USA September 1998 — May 2005
Research Assistant in the Distributed Systems Laboratory.

Institute of Computer Science, FORTH, Greece January 2002 — September 2005
Associate Researcher (part-time), working on network sgcu

Leiden University, Netherlands June 2002 — December 2002
Visiting Researcher, working on network processors.

TERENA, Netherlands June 2000 — June 2001
Project Development Officer, supporting European taskef®and projects.

NLANR, University of California San Diego, USA October 1997 — May 1998
Research Staff, member of the SQUID team of the NLANR Web @agbroject.

Institute of Computer Science, FORTH, Greece October 1994 — September 1997

Undergraduate research trainee with the networking group.

Local Operations Center, University of Crete, Greece September 1993 — October 1994
System and network administrator.

Teaching Experience

Teaching Assistanf University of Pennsylvania, “CSE240: Introduction to Qmuter Architecture”, Fall 2002
Teaching Assistanf University of Pennsylvania, “CIS502: Analysis of Algdmihs”, Summer 2001
Grader, University of Pennsylvania, “CIS501: Advanced Computectitecture”, Fall 2000

Honors and Awards

- Best student paper award, Performance 2002 Conferen@, 20

- USENIX/Stichting NLnet Research Exchange Grant, 2002

- Best Presentation Award, INFORMS Technical Section oed@hmunications, 2001

- Graduate Research Fellowship, CIS Department, Uniyes§iPennsylvania, 1998-2005
- Ericsson Award for Excellence in Telecommunications (fodergraduate thesis), 1998
- Undergraduate Research Fellowship, ICS-FORTH, Gre€$-1997
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Publications
Journal Publications

6. K. Xinidis, |. Charitakis, S. Antonatos, K. G. Anagnodgke. P. Markatos;An Active Splitter Architecture for
Intrusion Detection and Prevention”, in IEEE Transactions on Dependable and Secure Compuiig3, no. 1,
pp. 31-44, January-March 2006

5. S. loannidis, S. M. Bellovin, J. loannidis, A. D. KerongtK. G. Anagnostakis, and J. M. Smitiirtual Private
Services: Coordinated Policy Enforcement for DistributedApplications”, to appear in thénternational Journal
of Network Security (IJNS)2006

4. K. G. Anagnostakis, M. B. Greenwald, S. loannidis, D. LiMl Smith, “Flexible Network Monitoring with
FLAME ", to appear inComputer Networks Journal (Special Issue on Active Netap2006

3. H. Bos, B. Samwel, M. Cristea, K. G. Anagnostak&afe Execution of Untrusted Code on Embedded Network
Processors’ to appear irinternational Journal on Embedded Systethsl Deprettere, et al.; Eds), 2006

2. K. G. Anagnostakis, M. B. Greenwalirect Measurement versus Indirect Inference for Determining Network-
internal Delays”, Performance EvaluatioElsevier Science, vol.49/1-4, pp. 165-176, (receivedstEtudent Paper”
Award at Performance 2002), September 2002

1. P. B. Menage, D.S. Alexander, W. A. Arbaugh, A. D. KerommyK. G. Anagnostakis, J. M. SmithThe Price of
Safety in an Active NetworK’, IEEE/KICS Journal of Communications and Netwon!.3, no.1, pp. 4-18, March
2001

Conference and Workshop Publications

35. V. T. Lam, S. Antonatos, P. Akritidis, K. G. AnagnostaKRuppetnets: Misusing Web Browsers as a Distributed
Attack Infrastructure” , in Proceedings of the 13th ACM Conference on Computer and Canuations Security
(CCS 2006)November 2006 (to appear)

34. S. Antonatos, K. G. Anagnostaki$AO: Protecting against Hitlist Worms using Transparent A ddress Obfusca-
tion” , in Proceedings of the 10th IFIP Open Conference on Commuaftaénd Multimedia Security (CMS 2006)
October 2006 (to appear)

33. D. Koukis, S. Antonatos, K. G. Anagnostaki€n the Privacy Risks of Publishing Anonymized IP Network
Traces”, in Proceedings of the 10th IFIP Open Conference on Commuaitatind Multimedia Security (CMS
2006) October 2006 (to appear)

32. K. G. Anagnostakis, S. loannidis, A. D. Keromytis, M. BreBnwald,“Robust Reactions to Potential Day-
Zero Worms through Cooperation and Validation”, in Proceedings of the 9th Information Security Conference
(1SC’2006) September 2006 (to appear)

31. M. Polychronakis, K. G. Anagnostakis, E. P. Markatdgetwork-Level Polymorphic Shellcode Detection Using
Emulation”, in Proceedings of Detection of Intrusions and Malware and &ahility Assessment (DIMVA) 2006
ConferenceBerlin, Germany, July 2006

30. E. Athanasopoulos, K. G. Anagnostakis, E. P. Markatdssusing Unstructured P2P Systems to Perform DoS
Attacks: The Network that Never Forgets”, in Proceedings of the 4th International Conference on Appliegh€
tography and Network Security (ACNS’06), Singapore, Jub@a2

29. S. Antonatos, P. Akritidis, E. Markatos, K. G. Anagné&&a‘Defending against Hitlist Worms using Network
Address Space Randomization,’in Proceedings of the 3rd ACM Workshop on Rapid Malcode (WORS)|'0n
conjunction with the 12th ACM Conference on Computer and @aomications Security (CCSNovember 2005

28. K. G. Anagnostakis, A. D. KeromytisAction Amplification: A New Approach To Scalable Administr ation”,
in Proceedings of the IEEE-MICC International Conference etwgrks (ICON 2005)Kuala Lumpur, Malaysia,
November 2005

27. K. Anagnostakis, S. Sidiroglou, P. Akritidis, K. XingJiE. Markatos, A. KeromytiSDetecting Targeted Attacks
Using Shadow Honeypots; in Proceedings of the 14th Annual USENIX Security Symposiom 129-144, August
2005
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26. P. Akritidis, M. Polychronakis, K. G. Anagnostakis, EaMatos,"STRIDE: Detecting Polymorphic Worms
through Instruction Sequence Analysis’, in Proceedings of the 20th IFIP International Informationi8#g Con-
ference (SEC 2005pp. 375-391, June 2005

25. S. Antonatos, M. Polychronakis, P. Akritidis, K. G. Amagtakis, E. P. MarkatoSPiranha: Memory-efficient
String Matching for Intrusion Detection” , in Proceedings of the 20th IFIP International Information.8gyg Con-
ference (SEC 2005pp. 392-408, June 2005

24. K. Xinidis, K. G. Anagnostakis, E. P. MarkatdBesign and Implementation of a High-Performance Intrusion
Prevention System’, in Proceedings of the 20th IFIP International Informationi8&yg Conference (SEC 2005)p.
359-374, June 2005

23. P. Akritidis, K. Anagnostakis, E. P. Markatdgfficient Content-based Worm Fingerprinting” , in Proceedings of
the 40th IEEE International Conference on Communicatié@€ 2005) May 2005

22. K. G. Anagnostakis, M. B. Greenwalth Hybrid Direct-Indirect Estimator of Internal Network Qu euing De-
lays”, short paper in Proceedings of ACM SIGMETRICS/Performance’@p. 426-427, New York, USA, June
2004

21. K. G. Anagnostakis, M. B. GreenwaltExchange-based Incentive Mechanisms for Peer-to-Peer [gi Sharing”,
in Proceedings of the 24th IEEE International Conference atributed Computing Systems (ICDCS 200d)p.
524-533, Tokyo, Japan, March 2004

20. M. Polychronakis, K. G. Anagnostakis, A. Oslebo, E. PriMtos, Design of an Application Programming In-
terface for IP Network Monitoring” , in Proceedings of the 9th IEEE/IFIP Network Operations and &ga@ment
Symposium (NOMS'04)pp. 483-496, Seoul, S. Korea, April 2004

19. S. Antonatos, K. G. Anagnostakis, E. P. Markat@3enerating Realistic Workloads for Intrusion Detection
Systems’, in Proceedings of the 4th ACM SIGSOFT/SIGMETRICS Internaioorkshop on Software and Per-
formance (WOSP 2004pp. 207-215, San Francisco, USA, January 2004

18. S. Antonatos, K. G. Anagnostakis, E. P. Markatos, M. €tolgnakis; Performance Analysis of Content Matching
Intrusion Detection Systems’; in Proceedings of the 4th IEEE/IPSJ Symposium on Applicatendsthe Internet
(SAINT 2004) Tokyo, Japan, January 2004

17. A. D. Keromytis, K. Anagnostakis, S. loannidis, M. Greitd, J. M. Smith,'Managing Access Control in Large
Scale Heterogeneous Networks'in Proceedings of the NATO C3 Symposium on Interoperable Nesvior Secure
Communications (INSC 2003yhe Hague, Netherlands, November 2003

16. K. G. Anagnostakis, M. B. Greenwald, S. loannidis, A. Brémytis, D. Li,"A Cooperative Immunization System
for an Untrusting Internet” , in Proceedings of the 11th IEEE International Conference ombi&s (ICON’03)
pp. 403-408, Sydney, Australia, October 2003

15. I. Charitakis, K. G. Anagnostakis, E. P. Markat@s) Active Splitter Architecture for Intrusion Detection” , short
paper in Proceedings of the 10th IEEE/ACM Symposium on Modeling, ljsia, and Simulation of Computer and
Telecommunications Systems (MASCOTS 2Q@®). 238-241, Orlando, USA, October 2003

14. 1. Charitakis, D. Pnevmatikatos, E. Markatos, K. G. Amagiakis, Code Generation for Packet Header Intrusion
Analysis on the IXP1200 Network Processor’in Proceedings of the 7th International Workshop on Softwartk a
Compilers for Embedded Systems (SCOPES 2(8}8)226-239, Vienna, Austria, September 2003

13. K. G. Anagnostakis, S. Antonatos, E. P. Markatos, M. &tmignakis'E 2xB: A Domain-Specific String Matching
Algorithm for Intrusion Detection” , in Proceedings of the 18th IFIP International Informationi8ég Conference
(SEC 2003)pp. 217-228, Athens, Greece, May 2003

12. K. G. Anagnostakis, M. B. Greenwald, R. S. Rydeing: Measuring Network-Internal Delays using only Exist-
ing Infrastructure” , in Proceedings of the 22nd Annual Joint Conference of IEEE Qaerand Communication
Societies (INFOCOM 2003pan Francisco, USA, April 2003

11. K. G. Anagnostakis, M. Greenwald, S. loannidis, S. Mi#t¢, “Open Packet Monitoring on FLAME: Safety,
Performance and Applications” , in Proceedings of the 4th IFIP Int'| Working Conference on »etNetworks
(IWAN 2002), pp. 120-131, Zurich, Switzerland, December 2002
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10. E. P. Markatos, S. Antonatos, M. Polychronakis, K. G. ginastakis,'Exclusion-based Signature Matching for
Intrusion Detection”, in Proceedings of the IASTED International Conference on Camioations and Computer
Networks (CCN 2002)pp. 146-152, Cambridge, USA, November 2002

9. K. G. Anagnostakis, M. B. Greenwald, R. S. Rydén the Sensitivity of Network Simulation to Topology”, in
Proceedings of the 10th IEEE/ACM Symposium on Modeling, lggia, and Simulation of Computer and Telecom-
munications Systems (MASCOTS 200gp. 117-126, Fort Worth, Texas, USA, October 2002

8. S. loannidis, K. G. Anagnostakis, J. loannidis, A. D. Kayis, “XPF: Packet Filtering for Low-Cost Network
Monitoring ", in Proceedings of the IEEE Workshop on High-Performance $mitcand Routing (HPSRpp. 121-
126. Kobe, Japan, May 2002

7. K. G. Anagnostakis, S. loannidis, S. Miltchev, J. loamidl. Greenwald, J. M. Smith,Efficient Packet Mon-
itoring for Network Management” , in Proceedings of the 8th IEEE/IFIP Network Operations and Ag@ment
Symposium (NOMS 2002pp. 423-436. Florence, Italy, April 2002

6. K. G. Anagnostakis, S. loannidis, S. Miltchev, J. M. SmitRractical Network Applications on a Light-weight
Active Management Environment’, in Proceedings of the 3rd IFIP International Working Confeeenn Active
Networks (IWAN 2001)pp. 101 - 115. Philadelphia, USA, October 2001

5. A. V. Vasilakos, K. G. Anagnostakis, W. Pedry¢2pplication of Computational Intelligence Techniques in
Active Networks”, in Proceedings of the 16th ACM Symposium on Applied Comput$®¢’'01), pp. 448-455, Las
Vegas, USA, March 2001

4. K. G. Anagnostakis, M. W. Hicks, S. loannidis, A. D. KeratisyJ. M. Smith, ‘Scalable Resource Control in Active
Networks” , in Proceedings of the 2nd IFIP International Working Confeeean Active Networks (IWAN 2000)
pp. 343 - 357. Tokyo, Japan, October 2000

3. A. V. Vasilakos, K. G. Anagnostakis, C. Ricudis, W. PedryA. Pitsillides, ‘Evolutionary-Fuzzy Prediction for
Strategic QoS Routing in ATM/SDH Networks’ in Proceedings of the 16th IEEE World Conference on Computa-
tional Intelligence (WCCI'98)Anchorage, USA, May 1998

2. K. G. Anagnostakis, S. Sartzetakigyéb-based, CORBA-controlled Advanced Telecommunicatioservices for
Medical Tele-Educatiorn’ in Proceedings of the 2nd European Workshop on Multimedia ri@olgy in Medical
Tele-training (W2MT) Aachen, Germany, September 1997

1. K. G. Anagnostakis, F. C. HarmantziSifmple, Usage-Based Charging for Web Cache Service£nd International
Web Caching Workshop (IWCW’97Boulder, USA, June 1997

Unrefereed papers and work in progress

4. K. G. Anagnostakis, M. B. Greenwaltting+: Using Queuing-delay Distributions to Identify Network Choke-
points”, submitted, July 2005

3. K. G. Anagnostakis, M. B. Greenwalthn the Feasibility of Network Delay Tomography without Inf rastructure
Support” , UPENN TR MS-CIS-01-35, December 2001

2. K. G. AnagnostakisiCongestion Control in Packet-Switching Internetworks”, Written Preliminary Examination
[, University of Pennsylvania, April 2001

1. K. G. Anagnostakis;Design of an Environment for the Rapid Development of Expeimental Telecom. Appli-
cations”, Diploma Thesis, University of Crete, October 1997
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Major Projects

COVERAGE - Cooperative worm defense algorithms 2002-current

Worm detection and immunization systems that act compiételependently are at a disadvantage against epidengic-lik
attacks. Cooperative defensive systems communicate apkrate in their response to worm attacks, but determine the
presence of a worm attack solely on local information. [bstied worm detection and immunization systems track sus-
picious behavior at multiple cooperating nodes to deteemvhether a worm attack is in progress. We have shown that
cooperative, distributed worm immunization systems aaetizal, and evaluated the effectiveness of differentesyston-
figurations in various simulations. Our results show thatriiuted algorithms are better able to balance effectisen
against viruses with reduced cost in computation and conration when faced with false alarms. Furthermore, co-
operative, distributed systems seem more robust againgtioug participants in the immunization system than earli
cooperative but non-distributed approaches.

EXCHANGE - Robust incentives for cooperative distributed systems 2003-2005

Enforcing cooperation in distributed systems is a diffiqthblem, as cash-, credit- and reputation-based propbasts
seemed vulnerable to selfish-malicious users, and eitleecamplex or not providing strong incentives for cooperatio
As an alternative, we have investigated the use of exchbaged mechanisms, where peers give higher service priority
requests from peers that can provide a simultaneous and syriniservice in return. We have generalized this approach t
n-way exchanges among rings of peers and developed effi@antts mechanisms for locating such rings. Our analysis,
simulation, and real-world measurements demonstrateektdtange-based mechanisms can provide strong incentives f
cooperation without the security problems and compleXifyrevious proposals.

CING(+) — Network-internal delay measurement 2001-2005

We have developed a method and the first practical tool forsorasg network-internal delays in the Internet. We have
shown that the method is more accurate than previous iridinethods, and that it can be used without any additional
infrastructure support. Using this tool, we conducted gdascale measurement study on the Internet, showing taat th
fraction of paths that have multiple congestion points is megligible, and thus the single-bottleneck barbell toggl
used in most congestion control studies is not represeatafithe Internet. We also designed a hybrid direct-indirec
measurement technique that can measure delay distrisudioalmost any link on the Internet, and are currently expdpr
the use of our tools for detecting chokepoints and estirgater-link available capacity.

FLAME - Extensible network monitoring for security and performanc 2000-2003

We have employed technology derived from active networkeggarch to develop a series of network monitoring sys-
tems, but unlike most previous work, made application nel€egriority over infrastructure properties. This choigsh
produced the following results: (1) the techniques for gehmfrastructure are both applicable and portable to ifipec
applications such as network monitoring; (2) tradeoffs banefit our applications while preserving considerablei-flex
bility; and (3) careful engineering allows applicationglwbdpen architectures to perform competitively with custoumilt
static implementations. These results are demonstraaad@asurements of the Lightweight Active Measurement Bnvir
ment (LAME), its successor, Flexible LAME (FLAME), and theipplication to monitoring for performance and security.
We have also investigated enhancing FLAME technology witwork processor support, and extensions to the Berkeley
Packet Filter to allow more flexibility and higher perforntan

High-performance IDS —Algorithms and system architectures 2002-2004

Increasing network speeds, the high cost of current-géinanaile-based intrusion detection systems, along wighgttow-

ing need for new anomaly-based heuristics for detectingipusly unknown attacks, requires the development of effici
algorithms and system architectures for intrusion degectin this research, we have designed efficient hash-based s
matching algorithms and network-processor based systehitectures for scaling up rule-based IDSes such as snort fo
high speed networks. ThB2zB algorithm we developed is currently the fastest known ID#igtmatching algorithm,
while the network processor software architecture impsdizs throughput by 45%-95% compared to state-of-the-art de
signs.

BOP and SPYCElab— Market mechanisms in active networks 1998-2001

We investigated the use of market mechanisms and tradinggshonodes and programs with varying degrees of competition
and cooperation to provide a scalable approach to managtivg aetwork resources. In the SPYCElab system, we used
a trust-management architecture to ensure that the peatits in the resource management marketplace have a policy-
driven “rule of law” in which marketplace decisions can bed®and relied upon. We have also investigated the use of
application-specific congestion control policies in theotBse of Packets (BOP)” experiment, where active packekema
decisions based on storage and forwarding prices on ea@h nod
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Invited Talks

1.

© © N o 0 &

10.
11.
12.

“Understanding the Threat of Mobile Worms in WiFi Environme nts”, Euro-Southeast Asia ICT Forum 2006
(EUSEA 2006), June 2006

. “Puppetnets: Misusing Web Browsers as a Distributed Attackinfrastructure” , Computer Science Lab, SRI

International, USA, April 2006

“Puppetnets: Misusing Web Browsers as a Distributed Attackinfrastructure” , State Key Information Security
Laboratory, Chinese Academy of Sciences, Beijing, Mardht20

“Where is Spyware Heading?” (Panel Moderator), Asian Internet Security Summit, SircgapNovember 2005
“Attack-defense co-evolution: the case of Spyware"Asian Internet Security Summit, Singapore, November 2005
“Worm Defenses: Network-level Detection and Beyond;Institute for Infocomm Research, Singapore, May 2005
“Worm Detection: Network-internal Mechanisms and Infrastructure” , NORDUnet 2005 Conference, April 2005
“Some Thoughts on the Threat of Internet Worms”, European Commission Internet Security Panel, January 200
“Network Monitoring for Security and Performance” , Europe-China Bridge Symposium, December 2004

“On the Sensitivity of Network Simulation to Topology”, ONR SPYCE Project Annual Review Board, June 2002
“A Bourse of Packets Approach to Internetwork Resource Contol” , INFORMS Meeting, November 2001

“BOP: A Bourse of Packets Approach to Internetwork ResourceControl” , KPN Research - Twente, April 2001

Student and Researcher Supervision

© © N o o0 &~ w bdPE

I e =
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15.

Rahul Shetty, MSE student at Penn, workingcomg+

Steve Zhao, MSE student at Penn, workingomg+

Frey Kuo, PhD student at Penn, workingfnAVE

Dekai Li, PhD student at Penn, working BhbAME

Spyros Antonatos, MSc student at ICS-FORTH, working o8 Henchmarking and string matching
Kostas Xinidis, MSc student at ICS-FORTH, working on epstarchitectures for high-performance IDS
Periklis Akritidis, MSc student at ICS-FORTH, working aorm defenses and shadow honeypots
Dimitris Koukis, BSc student at ICS-FORTH, working onvagy in network monitoring

Manaf Zgaibeh, PhD student at Stevens Tech, working amite mechanisms

Lam Vinh The, research engineer#R ) working on botnets

. Chin Wee Yung, research engineer’®,Iworking on honeynets
. Zhao Zhigang, research engineer&,lworking on high-performance IPS
. Lee Pern Chern, research engineet@t ivorking on high-performance IPS

. S.P.T. Krishnan, research engineer R, working on rapid attack response

Khu Kirk Jon, research engineer &R| working on botnets

Research Funding

— 2006-2008, SINSHIELD: Defending against Evolving MaliegSoftware, A*STAR Core Project Funding, 691kSGD

(approx. 350kEUR)

— 2006, Understanding The Impact of Incentives in P2P Systé&n@ase Study of BitTorrent and eMule, NET Institute

Summer Research Award (with F. Harmantzis, M. Zghaibehp&nidis), 3kUSD
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— 2005-2006, ARMVEST: A Study of Honeypot Technology, Industollaboration Grant, 15kEUR
— 2005-2008, NoAH: A European Network of Affined Honeypots, BT, 389kEUR (with E. Markatos)

— 2005-2006, SecSPeer: Secure and Scalable peer-to-peputiogrand communication systems, GSRT, 45KEUR
(with E. Markatos)

— 2004-2006, LOBSTER: Large Scale Monitoring of Broadbangnmet Infrastructure, EU IST, 364kEUR (with E.
Markatos)

— 2002-2003, IXPMON, USENIX/Stichting NLnet Research Exogpa Grant, 20kUSD (with H. Bos)
— 2001-2004, SCAMPI: A Scalable Monitoring Platform for thredrnet, EU IST, 397kEUR (with E. Markatos)

Professional Activities

— PC Member: 16th USENIX Security Symposium (Security’07)

— PC Member: 27th International Conference on Distributech@ating Systems (ICDCS’07)
— PC Member: ESORICS Workshop on Automated Self-Healing (YW2806)

— PC Member: ACM SIGCOMM Workshop on Large Scale Attack Detac{LSAD 2006)

— PC Member: WWW 2006 Conference, Security, Privacy and Ettnack

— PC Member: ICDCS’06 IBC Workshop

— PC Member: SECURECOMM 2006 SECOVAL Workshop

— Session Chair: ACM WORM'05

— External reviewer: Usenix Security, ACM SOSP, CCS, IEEE S&®C NDSS, IEEE/ACM Transactions on Net-
working, Computer Networks Journal, IEEE Comm. LetterSNJIEE Security, Usenix ATC Freenix Track, IEEE
INFOCOM, NOMS, MASCOTS, ISC, LCN, NPC, WISA, ICC, ISCC, HIGSICMLC, IFIP IWAN, IASTED CCN.

— Independent expert: European Network and Information Sgoigency (ENISA) working groups.

References

Available upon request



